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SAE J3016™ LEVELS OF DRIVING AUTOMATION

SAE LEVEL 0 SAE LEVEL 1 SAE LEVEL 2 SAE LEVEL 3 SAE LEVEL 4 SAE LEVEL 5

What is the 
person in the 
driver's seat 
doing?

The person is driving when support features are en-
gaged, even if their feet aren't on the pedals and they 
aren't steering

The person isn't considered to be driving when 
automated driving features are engaged, even if they 
are seated in "the driver's seat".

Support features must be constantly supervised: the 
person must be ready to steer, brake or accelerate as 
needed to maintain safe operation of the vehicle.

When the 
feature requests 
it, the person 
must drive

The automated driver will never 
request the human driver to take 
over.

DRIVER SUPPORT FEATURES AUTOMATED DRIVING FEATURES

What do the 
features do?

Provide 
warnings and 
momentary 
assistance

Provide steering 
QR brake/accel-
eration support 
to the driver

Provide steering 
AND brake/
acceleration 
support

Features can drive the vehicle in 
limited conditions. Won't operate 
unless all required conditions are 
met

This feature can 
drive the vehicle 
under all condi-
tions

Sample features Automatic 
emergency 
braking

Blind spot 
warning

Lane 
departure 
warning

Lane centering

OR 

adaptive cruise 
control

Lane centering 

AND 

adaptive cruise 
control (at the 
same time)

Traffic jam 
chauffeuring

Local driverless 
taxi (pedals/
steering wheel 
may or may not 
be installed)

Same as Level 
4, but feature 
can drive 
everywhere, in 
all conditions

The autonomous vehicle, which started as a skunkworks 

project by DARPA, is now on the radars of the most 

innovative technology giants. Billions of dollars of R&D 

are being invested exclusively in trying to solve this 

enigmatic puzzle. Needless to say, there will not be a 

one single winner, but rather an ecosystem of solutions. 

A fully autonomous vehicle is still a few years away. In the 

interim, the opportunity for Advance Driver Assistance 

Systems (ADAS) is huge, and its traction is undeniable. 

ADAS is one of the fastest-growing trends in the world. In 

this article, we'll explore technologies and trends in the 

field, as well as some of the challenges and opportunities 

of this coveted space.

ADAS 
TRENDS &
CHALLENGES

Artificial Intelligence is breaking the barriers of human 
imagination at an unprecedented level. One of the most 
exciting areas of impact is the automotive realm. Automotive 
electronics is one of the fastest-evolving industries segments 
in the world today. Electric/hybrid vehicles, autonomous 
self-driving cars, and connected car telematics are some of 
the latest trends in this industry.

THE STORY SO FAR — THE RISE OF ADAS AD 
SYSTEMS

There has been tremendous innovation and progress in 

the ADAS/AD space in the last few years. There are six 

defined levels of autonomous vehicle evolution. They 

are shown in the diagram on the next page.

ADAS is obviously the first choice of OEMs and industry 

players looking for warning and information assistance 

systems that leave ultimate control and responsibility to 

the human behind the wheel. 
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SAE TABLE

TECHNOLOGY / 
TRENDS

PROS CONS CHALLENGES SOLUTION KEY POINTS

SENSOR FUSION

Safe way to overcome 
sensor limitations by 
combining together.

A complex problem to solve and 
execute in multiple real-time 
scenarios.

Managing multiple sensors and a 
system that combines intelligences 
without getting impacted or 
overloaded.

Software, system architectures 
and algorithms for a reliable 
and continuously developing/
enhancing system need to be 
developed.

LIDARS

Accurate distance 
measurement. Good 
performance in lighted 
scenarios as well as dark 
nights. Longitudinal velocity 
measurement.

Lateral and elevation resolution 
isn't so great, costly hardware, 
not so effective in bad weather. 
Use cases like lane tracking aren't 
straightforward.

High cost of hardware; mechanical 
parts prone to wear and tear; 
consumes more power.

Advanced signal processing of the 
point cloud at a high rate. 

RADAR

Precise distance 
measurement; longitudinal 
velocity measurement, 
nighttime or low light utility; 
good range; robust even in 
inclement weather.

Lateral and elevation resolution 
not great, perceived to be costly. 
Object classification not easy, nor 
are lane tracking or edge detection 
use cases.

Need precise software 
configurations that handle a variety 
of situations and FOV (field of view) 
precision needs. 

Advanced signal processing 
and algorithm design and 
implementation. Cascaded radar 
architectures to increase precision 
and FOV.

CAMERA

Good for object detection 
as well as classification, 
good lateral and elevation 
accuracy. Can enable 
things like lane tracking, 
which, with other censors 
may not be precise.

Operation can be hindered by 
adverse weather conditions, such 
as snow or mist, and can lead to 
failure. Longitudinal velocity is 
difficult to calculate. Limited in night 
and low-lighted situations.

Camera pre- and post-processing; 
calibration of each camera needs to 
be perfect.

Advanced image and video 
analytics processing, including 
extensive implementation of 
machine learning. 

US

Economical option for 
certain use cases like 
parking, low speed forward, 
or reverse support. 

Not accurate; may not be able to 
detect thin objects; needs multiple 
sensors for larger angle coverage.

Managing corner cases of false 
positives and blind scenarios.

Cascading US sync and logic. Most 
useful in fusion scenarios with 
camera or radar.

AI/MACHINE 
LEARNING 

Most popular and promising 
results with ML. Better than 
human accuracy results. 

Requires heavy investment for 
training on huge piles of data.

Managing huge datasets from 
multiple geographies and training 
infrastructure; data warehousing. 

Ultra-scale data management 
infrastructures involving both Cloud 
and on-premise scenarios. 

CYBERSECURITY
One of the most important 
challenges of a connected 
car. Need secure ways of 
working as well as defined 
policies.

Stringent security systems have 
been breached, thus showing 
the need to be a step ahead of 
threatening actors.

Multi-level security system design 
and configuration needs care at 
every level: hardware, NW, SW, and 
at every development stage.

Up-to-date security policies and 
specialists to counter threats.

Systems gaining popularity here include AEB (Automatic 

Emergency Braking), BSD (Blind Spot Detection), 

LDW (Lane Departure Warning), ACC (Adaptive 

Cruise Control), LC (Lane Centering), TSR (Traffic Sign 

Recognition), FCW (Forward Collision Warning), SV 

(Surround View – 2D and 3D), and so on.

These systems are central to the OEMs using them as 

selling points for their current-generation cars. Thus, 

differentiation can be driven by ADAS.

It's not exaggerating to say that in certain economies, 

and soon in all geographies, ADAS systems are going to 

be considered hygiene factors.

THE LATEST TECHNOLOGIES THAT WILL 
IMPACT THE SYSTEMS AND THEIR ADOPTION

The key question is what are the core and upcoming 

technologies and areas that will fuel this evolution. 

Below are a few areas of import.

Sensors:

Multiple sensors are being utilized in ADAS/AD systems, 

and continuous improvements are ongoing with respect 

to accuracy, performance, features, and cost. Some of 

the more popular ones are listed below:

 � Lidar

 � Radar

 � Vision camera 

 � IR

 � US

Below is a summary of the various sensor technologies 

used in ADAS/AD systems with their pros and cons. 

Sensor fusion is the process of merging data from 

multiple sensors to reduce the amount of uncertainty 

involved in car navigation. Decisions are reinforced 

through the use of mutiple sources of intelligence.

Machine learning and AI are taking over. Data is one of the 

world's hottest new assets, and the world of automotive 

is no different. Automation of algorithm development, 

as well as refinement and re-refinement, are the new 

normal.

Challenges include managing huge tera peta and 

even exa bytes of data that are spread across multiple 

geographies, as well as fueling training models for 
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critical decision-making. A huge data infrastructure for 

distributed Cloud and data centers is the need of the 

hour.

The Inference engines, whose coefficients are tuned 

using massive amounts of training and optimization 

exercises, are ported onto embedded systems inside 

the car. This porting involves rigorous optimization that 

leverages the platform's proprietary hardware cores and 

software libraries.

Billion mile simulations are the new standard. No 

longer are thousands or even millions of miles enough 

for today's stringent training, testing, and validation 

requirements. Now, a billion is expected  — or more! 

Players in the field are driving forward the development 

of secure and automated processes for developing and 

testing robust across continents and geographies. 

Model-based design methodologies, aka HIL, MIL, and PIL, 

are extensively used with advanced tools for simulation 

and testing.

AUTOSAR (AUTomotive Open System ARchitecture) 

is a worldwide development partnership of car 

manufacturers, suppliers, and other companies from 

the electronics, semiconductor, and software industries.

AUTOSAR Adaptive is the latest AUTOSAR standard 

which supports Internet Protocol Security (IPSec) 

with cryptographic security services used to protect 

communications over Internet Protocol (IP) networks. 

The latest releases also contain better support for 

Diagnostics over Internet Protocol (DoIP) in accordance 

with ISO 13400-x to support routing activities. Moreover, 

services in order to provide the Vehicle Identification 

Number (VIN), PowerMode, and Group Identifier (GID). 

Specifications for the network binding needed to support 

the DDS (Data Distribution Service) protocol is also 

included.

Moreover, classic and adaptive platforms can be 

harmonized, which enables the network management 

protocol to utilize network management across 

numerous platforms. 

CV2X/V2X is a promising and predictably reliable 

technology that can be used to resolve issues and have 

an impact on safety, traffic efficiency and energy savings. 

DSRC is the underlying technology for dedicated short-

range communications between OBUs (On Board 

Units) and RSUs (Road Side Units) over WLAN. Many 

companies have tried and are still building partnerships 

to roll out this technology. Although there have been car 

launches with DSRC, a few limiting factors have been the 

significant cost of infrastructure required, legal issues, 

and the complexities of policy implementation and the 

business logic that caters to various use cases.

C-V2X, or Cellular V2X, is based on LTE (and now 5G) and 

is promoted by 3GPP. Apart from V2V/V2X, it also has a 

V2N-wide area communication over a cellular network. 

Both operate over the same 5.9 GHz frequency. The 

success of either or both is anybody’s guess until we see 

mass-scale deployments.

Differentiating use cases for these technologies enable 

such things as platooning, emergency vehicle warnings, 

road work warnings, and intersection movement assist. 

Cybersecurity 

In a landmark experiment, two hackers successfully 

hacked a Jeep Cherokee and were able to take control 

of the steering wheel as well as switch the engine off 

while the vehicle was on the highway. This was all done 

remotely. Recently, hacking and cybersecurity breaches 

have been reported involving cars from premium 

brands.

The more that cars are connected, the more important 

cybersecurity becomes, so it’s no wonder that OEMs are 

acknowledging the risks and taking mitigation steps such 

as hiring specialists to monitor networks and implement 

forensic analysis of ECUs. Most OEMs have embarked on 

this journey. Others will follow suit by enabling intrusion 

detection systems to detect anomalies in the expected 

behaviors of a sub system or ECU. The deployment of 

some of these algorithms may be complex technically 

and cost-wise, so some of these solutions could operate 

in systems in security centers (SOCs), perhaps on a 

secure cloud. 

TESTING AND AUTOMATION 

This area has taken a position of paramount importance 

as the industry moves towards autonomy. Testing plays a 

central role in all phases of vehicle development. Some 

new trends, such as virtual simulation of cameras, radars, 

and lidars, are becoming more prevalent. 

SW is the new king. It is said that 80% of the innovation 

happening in the space is around electronics, mostly 

software. OEMs, Tier-1s, design houses, IP providers, 

and a new class of contributors with niche skills and 

competencies are leading this revolution.

An armada of startups are coming into the fray with 

innovations and out-of-the-box thinking in areas as 

diverse as chip design, machine learning, perception, 

systems design, insurance, and telematics, with their 

own business models.

SUMMARY

AD/ADAS is thus one of the hottest areas of development 

and innovation in the industry today. It is poised to grow 

to over $125B by 2026 at a CAGR of 22% or higher. 

Several players are vying to win a share of the pie 

References: SAE.org, Autosar.org

Autonomous Drive: From Sensors to Motion
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DETERMINE THE WORKLOAD REQUIREMENTS 
THAT NEED TO BE IMPLEMENTED:

Infrastructure discovery

 Application discovery and targeted application 

listing 

Dependency mapping between workloads 

Cost estimation for Cloud workloads 

INFRASTRUCTURE AND APPLICATION 
ASSESSMENT:

Build a customized assessment framework

Analyze application infrastructure and databases 

intended for Cloud hosting or migration

Classify applications and databases

Prioritize target environments and workloads

TARGET DESIGN:

Design a customized compute strategy

Design a customized storage strategy

Design a customized networking strategy

Design a customized infrastructure monitoring 

strategy 

Design a customized business continuity strategy

Design elements for identity and security

Design a data platform solution

PHASES OF 
CLEAN CLOUD
ARCHITECTURE

After seeing a lot of changes and new 
roles in the market in my time working on 
the client side as well as the vendor side, 
my initiative is to elevate a new term in 
the market: Clean Cloud Architecting. 

There are many different certificates 
seeking to standardize architecting such 
as TOGAF, iSAQB, etc. My initiative is 
totally different. I’m talking about real life 
experience with Cloud Architecting, what 
it looks like, and how to architect cloud 
solutions from scratch. 

a.

b.

 

c.

d.

a.

b. 

c.

d. 

a.

b.

c.

d. 

e.

f.

g.

First, we have to understand some roles and the differences between them. These roles are Cloud Solutions Architect, 

Cloud Devops Engineer, and Software Solutions Architect.

Cloud Solutions Architect:  

the expert who can architect, 

design, plan, and deliver the whole 

cloud solution, initially using IaaS 

as well as some PaaS solutions 

including compute, storage, 

networking, containers, etc. 

Cloud Devops Engineer:  

the expert who works during or 

after deployment to automate 

tasks, write scripts, and build 

CI/CD for post-deployment 

in order to easily operate the 

cloud and respond to future 

changes.  

Software Solutions Architect:  

the software engineer or the 

software development expert 

who designs the application logic 

itself as well as defining classes, 

functions, procedures, and the 

flow of the software logic using 

different languages such as C#, 

Java, Python, etc.

When building a Cloud solution there are seven important phases:  
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DEPLOYMENT PLANNING: 

Refine automated configuration workflows

Hour-by-hour scheduling

Conduct dry run

Develop rollback plan

DEPLOYMENT EXECUTION: 

Set up central operational support center

Build target Cloud infrastructure

Automate migration processes

Facilitate workload and application migration

Provide executive reporting on deployment status  

migration workflow

Document code and configuration changes

RELEASE PLANNING: 

Confirm the dependencies to be implemented in 

sequence 

Confirm infrastructure-to-application mapping

Design target state architecture (HLD diagram)

Determine remediation and testing needs

Plan release time deployment

REMEDIATION, TESTING, AND REFACTORING: 

Build migration workflow

Develop infrastructure remediation

Test migrated elements

Certify migration workflow

Document code and configuration changes

a. 

b.

c.

d.

e. 

a. 

 

b.

c.

d.

e. 

a. 

 

b.

c.

d.

a.

b.

c.

d.

e. 

f.
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1. PROCESSING MEDIA INFORMATION:

When talking about user experience, we need to talk 

about product interaction. A user interacting with media 

is analogous to a user trying to process all the information 

that the media is transferring. That parsing is not always 

an easy task. Users aren't robots, and many variables 

influence the way they process media information.

The following graphic shows how a person processes 

information when interacting with media. 

But how does this work in a real-life scenario? Let's take a 

GPS interface as an example. Reducing the interface to 

its very basic elements, we can say that GPSs are made 

of visual representations and narrations. As we can 

observe in the previous graphic, narrations and pictures 

are stimuli that are first received by the auditory and 

visual memory, respectively. After that, users select and 

organize the information they consider important. This 

process is modulated by the level of attention, perception, 

emotion, and motivation that they experience in that 

specific moment. In the same way, memories of similar 

situations with previous GPS systems will also impact 

how a user processes information with the new system.

So, putting it into a ridiculous but possible example, 

if a user has a very bad GPS in their car, one that has 

lagging images and irritatingly loud narrations, the way 

the user experiences the new updates to this GPS will be 

preconditioned. He/she might be less motivated to pay 

attention to the images in this new GPS update. Even if 

the user looks at the interface, they might not process 

much visual information. 

HOW 
COGNITIVE LOAD 
CAN RUIN UX
As you may have read thousands of times, the content of every interface 
should be presented in a way that does not cause frustration, but joy. No user 
will choose a product that makes them feel stressed. Everyone can agree 
on this, but, when one looks at several designs, it is clear that this universally 
acknowledged truth is not always put into practice. 

Take a look at these two users and try to figure out which one is having a good 
experience. Easy, right?

Figure 1-Illustration of Cognitive-affective theory of multimedia learning, CATML (R. Moreno, 2006, Journal of Computer Assisted Learning, 22, 149-158)

Bla bla bla bla bla bla bla 
bla bla bla bla. 
 
Bla bla bla bla 
[((z^2)-6z+10)/((z^2)+8z+17)]

Please, 
calculate: 
 
2+2
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For this and numerous other reasons, it is not a bad idea 

to learn how to have a more holistic perspective on user 

experience.

2. COGNITIVE LOAD: 

So, what exactly is cognitive load, and why should 

designers not forget about it? 

Cognitive load refers to the amount of working memory 

that a person uses in a specific moment. As a refresher: 

working memory, also called short-term memory, is the 

active memory used when processing information, and 

it is limited!

If a design presents so many elements that user’s 

working memory experiences overload, then they 

experience high cognitive load. This reduces the 

remaining cognitive resources they have available to 

pay attention to truly relevant information. In addition, 

users may also experience frustration and, as soon as 

frustration comes about, the UX is inescapably subpar.

That is why minimalist designs are often well-received by 

the majority of users. 

Below is an example of a web design that results in a 

high cognitive load when the user is trying to understand 

where they want to click. 

The second example (below) presents a contrast to 

the previous one - users only need a few seconds to 

understand where to click to find what they want.

2.1  The 3 Cognitive Loads 

There are different types of cognitive load that we 

should pay attention to. Let’s define them. 

2.1.1  ICL: Intrinsic Cognitive Load   

ICL is a type of CL that refers to the level of difficulty 

associated with the topic itself. This difficulty comes 

from the nature of the material and not from the way 

the material is presented. Here, modifying the design 

won't help. What may help is adapting  the level of 

information to match the user’s skills. 

An example of low ICL material would be 4+4. Material 

that represents high ICL might be solving a differential 

equation. The way the design presents this differential 

equation (nice colors, sounds, effects, clean design, etc.) 

doesn't help ease the user's feelings of frustration. 

 

Here, we tried to present the information clearly. 

However, our user feels frustrated because the content 

itself is very difficult. We could present the content as 

nicely as possible, but it won't help much.

2.1.2  GCL: Germane Cognitive Load

GCL refers to the user´s individual characteristics, i.e. 

their mental resources. Individual differences such as 

level of attentional control, working memory capacity, 

expertise level, or even mood may influence the amount 

of germane cognitive load that a user experiences while 

interacting with the product.

So here it is important that we know and understand our 

users. Are they seniors or children? Are they experts or 

novices? Are they used to processing a high number 

of elements? Are they used to the technology they are 

interacting with? Are they in a bad mood because of 

external stimuli? Are they distracted? etc.

As you can see here, we reduced the level of difficulty of 

the information, and we presented it with a clear design. 

However, our user still feels frustrated. Why? Because 

Please, calculate: 
[((z^2)-6z+10)/((z^2)+8z+17)]

Connect with
TechSpace
TechSpace is our system of internal IT communities 
where Luxofters come together to share expertise 
and develop their talents.
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the user is exposed to extreme external stimuli that 

demand all of the user’s mental resources.

2.1.3  ECL: Extraneous cognitive load

Extraneous cognitive load: this is where designers should 

pay extra attention. This type of CL refers to the difficulty 

generated by the way the information is presented to 

users. In other words, ECL refers to irrelevant information 

in designs. 

A high number of irrelevant elements increase the 

resources that users need to expend to get to relevant 

information. But how do we differentiate relevant 

from irrelevant information? Irrelevant information 

includes elements that do not contribute to the user’s 

understanding of the main goal  — things such  as 

extremely long text, pointless, loud sound effects, 

different colors or fonts that do not signal area 

differences, mere decorative illustrations, etc.

 

 

 

Here, we kept the information simple, and our user has 

enough mental resources to process the information. 

However, he still feels frustrated. Why? Because the 

design is overloaded with unnecessary, long text.

3. TO SUM IT ALL UP 

We can conclude that not only the aesthetics of design 

affect user experience. Other variables such as the 

amount of information presented, the nature of it, the 

mood of the user, the stress of the situation, or even 

previous interaction with similar products can also 

affect user experience. All of these variables can have 

a positive or negative impact on the UX of our website, 

cockpit, app, etc. 

So remember: to have a product with good user 

experience design, we should think about: 

I hope this short explanation helps someone have 

a more holistic perception of design. 

And here, our user finally feels happy.

 � Presenting information that is easy 
to understand.

 � Focusing on minimalist designs that 
don't overwhelm the user.

 � Targeting information and design 
to the specific situation and user 
audience.

Please, calculate: 
2+2

Bla bla bla bla bla bla bla bla 
bla bla bla bla.

Bla bla bla bla bla.

2+2

Please, calculate: 
2+2
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Let’s look at ility on the chart. We start a brand-

new project, total greenfield. We go to a software 

development conference where we learn a great 

number of catchy acronyms like TDD, BDD, GRASP, IoC, 

etc.

But more and more changes are made to the project, 

and we get busy. We start to say that we don’t have time 

to care about these ilities. Our greenfield euphoria 

decreases, the deadline gets closer, and we as human 

beings have a tendency to just cut some corners. 

In criminology, there is the broken windows theory. It 

suggests that damaged items, broken windows, graffiti, 

and litter on the streets encourage crime. The same 

snowballing happens over time to our code. We torture 

it by adding duplication, dead code, dirty solutions, and 

just anything that works, or even sometimes things 

that don’t work. This is when acronyms come in handy 

again: WTH, WTF, FUBAR, SNAFU, TARFU. And, with those 

acronyms, our project is totally dead.

It’s a common story in our industry. About 80% of 

software projects are not considered successful. As 

Uncle Bob said, “Productivity reaches zero when we 

spend 100% of our time fixing things that should not 

be broken in the first place.” There is also the most 

basic law of programming: lowering quality lengthens 

development time.

In those dire low-quality cases, projects move forward 

only if requirements change. But then, changes in 

requirements require changes to the code, and this 

is easy only if the code is high-quality. If the change 

is hard, further development will be painful. Quality 

should not be negotiable if we want to survive.

Inversely, the higher the quality, the faster you go. So 

the only way to work fast is to work well. You cannot 

be agile if your code is smelly. Productivity spikes can 

happen only if code is top-notch. But how can you 

identify high-quality code?

Readability is the most telling factor. If it takes a long 

time to understand some piece of code, it means the 

code was poorly written. This can even be measured. 

Software developers have a well-known unit for 

readability: WTFPM, WTFs Per Minute. Any code we 

produce will elicit a certain amount of WTFs, so don’t 

worry about getting a 0 rate of WTFPM. When I write 

code, it is usually pretty mediocre. This is where human 

input comes in. When I look at someone else's code, I’m 

totally merciless in my critique, so leveraging human 

nature can help improve code quality. Be cruel in your 

criticism of code while still staying professional.

Code review is a practice that builds quality into code. 

Always check test case completeness, look for bugs, and 

review the design, consistency, and the general reading 

experience. There are some aspects that are more 

controversial though. Should we focus on formatting 

and code style during the review? Many people say we 

shouldn’t. Don’t listen to them!

We should pay attention to even tiny style issues without 

blaming the author for them. Instead, we should blame 

our development environment. Why was this tiny issue 

not reported and immediately fixed seconds after it was 

created? Fixing it in code review is a waste of time.

Consistency and readability matter, but arguing about 

one convention over another does not. Clean-looking 

code is easier to maintain, well-formatted code is 

easier to read, and ideally, code should be beautiful. 

Just apply the rules from well-known sources like 

the Google or Twitter style guides and enforce these 

conventions: Checkstyle, PMD, SpotBugs, Spotless, 

SonarLint, ErrorProne, CodeNarc, and IntelliJ IDEA 

inspections for Java.

THE 
ULTIMATE 
ILITY

There are various definitions 
of quality. Some people 
say it is an adherence to 
requirements, which is a 
basic and naive definition. 
Others say quality software is 
software that brings value, but 
this is vague, imprecise, and 
ambiguous. I’d like to describe 
here just one particular aspect 
of quality that sheds light on 
what quality is really defined 
by. For now, let’s just call this 
defining feature the ultimate 
ility. 

And no, you don’t have to choose only one of these 

tools. They are all different and complementary to each 

other. Often, just one of these tools can detect specific 

issues, so choose them all!

Steve McConnell said, “Trying to improve software 

quality by increasing the amount of testing is like 

trying to lose weight by weighing yourself more often,” 

meaning that code quality is dependent on more than 

simple verification. To improve code quality, thorough 

code reviews are necessary, and multiple tools should 

enforce strict style guides.

There are several basic good qualities of code: no 

duplication, compactness, low coupling, general 

correctness, independence, good tests, and clarity, 

for example. These in combination translate into 

analyzability, modifiability, testability, reusability, and 

code modularity. All of that, when applied, reveals the 

name of our ultimate ility: maintainability, the ility all 

good coders should consistently strive for.

MICHAŁ KORDAS  

Michał Kordas is a fully cross-functional member of a strongly agile team. A software 

developer, “quality maniac” and agile enthusiast. His particular focus is on the well-written 

code, good requirements and efficient process. Unlike the majority of QAs, he believes that 

being a truly good QA is not only about having testing-related skills. It's also about being 

great software developer with all the knowledge necessary to deliver production code of the 

highest possible quality.

AUTHOR



21

#10/2020

PEGA'S
NEXT-BEST-ACTION 
CAPABILITY

Transformation and technology are everywhere, and so are our 
customers. To propel customer growth in the digital era, we have many 
choices, but only one chance to get it right. As new technologies and 
digital touchpoints reshape customer expectations, and with only one 
chance to get it right, product-centric approaches no longer meet 
the needs of today’s customers. So, to be in accordance with rapidly 
changing customer expectations, the only way to excel is to know your 
customer and have personalized 1-to-1 communication with each and 
every customer across all channels with Pega’s Next Best Action. 

CUSTOMER DECISION JOURNEY (CDJ)1

Microsoft, in its blueprint for successfully creating 

smarter customer journeys, mentioned that adoption 

of technology across the buyer journey is reshaping 

consumer expectations. They want seamless, non-

disruptive personalized interactions and experiences 

that deliver tangible value.  

The way to sprint ahead is to understand the customer 

decision journey across channels by improving 

customer engagement through a data-driven 

approach. Marketing capabilities can be improved 

based on that understanding, and that understanding 

can be implemented through the Next-Best-Action 

capability. 

 TRADITIONAL MARKETING GAPS

According to the Direct Marketing Association response 

rate report, the average campaign response rate is 

less than one percent. In order to increase customer 

engagement and profit for a company in the age 

of AI and real-time interaction, it is necessary to 

for businesses to be willing to adapt to always-on 

models that continuously engage customers and it is 

necessary to change the below-mentioned traditional 

approaches: 

 � The product-centric approach

 � Static and disconnected channels

 � The inability to learn and adapt

NEXT-BEST-ACTION CAPABILITY

Customers, in their journey to buy products and use 

services, ask for great interaction and experiences. 

They expect these interactions and experiences to be 

timely, consistent, relevant, and contextual. The right 

conversation at the right time, across touchpoints, 

will lead customers to take actions that will align with 

business objectives.. 

Pega, with its Next-Best-Action capability, makes 

coordinated decisions in real time and delivers real 

value for each customer by turning data from big data 

analytics into insights and actions across all channels. 

This capability will create a unique 1-to-1 business case 

with customers during every interaction. 

Pega’s Next-Best-Action capability combines predictive 

and adaptive analytics with business strategies to 

make an offer, initiate a retention plan, or cross-sell 

and ensure that actions are relevant to the customer’s 

immediate context.  

MARKETING  

GAPS

PEGA’S NEXT-BEST-ACTION 

APPROACH

PRODUCT-
CENTRIC 
APPROACH

Personalized 1-to-1 marketing with 
Pega’s Omni-channel reach

Predictive and adaptive analytics 
with a visual strategy canvas

STATIC AND 
DISCONNECTED 
CHANNELS

Inbound and outbound marketing 
within a single marketing 
campaign with Next-Best-Action 
designer covering digital channels

INABILITY TO 
LEARN AND ADAPT

Pega’s visual reporting dashboard 
enables us to monitor results, 
and real-time learning adaptive 
models enable us to adapt 
strategies based on customer and 
market needs across all channels. 

NEXT-BEST-ACTION DESIGNER

Pega, through its Next-Best-Action Designer interface, 

provides an easy-to-use, guided way to define, manage, 

and monitor the next best actions across channels. The 

Next-Best-Action model fits a single campaign to a 

customer instead fitting a customer to a campaign, as is 

done in the traditional approach. 

MoneyControl, when describing the Next-Best-Action 

Designer capability, stated, “With step-by-step guidance 

DATA

INSIGHT

ACTION
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rooted in proven best practices, this new Pega Customer 

Decision Hub capability removes the complexity 

inherent in creating and deploying advanced customer 

decisioning models to help organizations generate 

value faster and with less risk and optimize customer 

experiences across all channels.“2 

Applying the wrong strategy without carefully assessing 

the journey of the customer can backfire, leading the 

customer to switch to a competitor. Pega’s Next-Best-

Action designer provides a single location to define and 

manage the Next-Best-Action framework. The Next-

Best-Action designer defines offers and campaigns 

to customers based on business issues and groups. 

For example, campaigns started with the purpose of 

acquiring new customers belong to the business issue 

of Acquisition. We define all issues and groups under 

the Taxonomy tab of the Next-Best Action designer in 

Pega Marketing. 

Through the Next-Best-Action Designer user interface, 

we can prevent over-saturation by limiting the number 

of times that a customer is exposed to the same 

business issue by specifying contact policies, and we 

can limit the number of interactions that a customer 

can receive over a given period of time on a specific 

channel by specifying outbound contact limits. We use 

the Constraints tab of the Next-Best-Action Designer 

to limit the number of interactions and to prevent 

overexposure. 

As aforementioned, the right action at the right time 

in the right context turns the tide in favor of business 

growth. This can be achieved with the Next-Best-Action 

designer’s Engagement policy. The policy allow users to 

define when specific actions or groups are appropriate 

for the customer and can be categorized in four types:

Pega’s Next-Best-Action Capabilities

 Source: Next-Best-Action Designer components from Pega Community3

SUITABILITY

CONTACT POLICY 

APPLICABILITY

ELIGIBILITYV
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Real-time contextual data is a very important part of making highly relevant recommendations, and this can be defined 

under the Arbitration tab of the Next-Best-Action designer. It determines how the strategy framework prioritizes the list 

of eligible and appropriate actions coming out of each group. 

As the customer is omnipresent, the Channels tab of the Next-Best-Action designer comes with a full set of channels 

that are part of the strategy framework.  These channels can be toggled on or off.

REAL-TIME INTERACTION MANAGEMENT

Today’s empowered customers demand businesses to deliver consistent and relevant experiences. Forrester4, in its 

report on Real-Time Interaction Management, mentioned that RTIM integrates customer data, content, and channels 

with sophisticated decision engines to align marketing and customer experience, and that the main differentiators in 

this are data management, advanced analytics, and integration.

Pega’s Customer Decision Hub will help us do what is best for the customer with its always-on, self-learning models. 

It incorporates predictive analytics and adaptive models into every process and interaction with the customer and 

unlocks insights from data. 

Source: Inside Always-On-Brain, a Pega EBook5

Image Source: Pega Community: Understanding Next-Best-Action Designer Components

Image Source: Pega Community: Understanding Next-Best-Action Designer Components
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Pega's Customer Decision Hub is like a brain that's 

“always on, always processing.” It remembers everything 

about customers. Predictive analytics evaluate hidden 

trends and patterns, combine data to rapidly develop 

models that accurately predict customer behavior, and 

enhance operational efficiency. 

Millions of data points about the customer are 

remembered with the help of big data analytics. These 

points are subsequently turned into insights and actions 

using Pega’s Omni channel AI. Pega AI delivers the 

right action by mining large sets of data with the help 

of predictive and adaptive analytics that improve with 

each interaction. 

CONCLUSION

In today’s customer-driven business environment, connected devices and the internet of things are generating great 

opportunities for businesses to understand and engage with customers on a deeper personal level while personalizing 

engagement in both inbound and outbound channels. Pega’s customer hub and Next-Best-Action capability, with its 

always-on predictive intelligence, unlocks the value of data, turning information into insights and actions that fuel 

customer experience and improve customer engagement. 

Source: Crossing the Chasm, A Pega White Paper6
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Automation (DPA). I adopt and adapt new capabilities 

that deliver digital transformation for organizations 
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DRIVERLESS 
BUT NOT 
BRAINLESS

A boy who has just received his driving 
license is on his first solo ride. He has been 
taught the basic rules of driving such as 
how to accelerate and overtake and how 
to brake when there is an obstacle. He has 
also learned how to read road signs and 
behave accordingly. He should be able to 
handle himself on the road.

However, the journey is not that simple. 
He has to simultaneously pay attention to 
road signs and the road, and both demand 
his full focus. His split attention might 
mean missing a sign, an error which could 
be fatal. Although his eyes are always 
watching, his conscious brain registers only 
what is necessary, even if the subconscious 
brain might register more. Nevertheless, 
decisions have to be made based on what 
the conscious brain sees and decides, and 
that leaves room for error.

Let us assume we replace the human 
sensory system with an artificial driver 
assistance system. That would seem to 
solve the problem. It can improve the 
perceptive abilities of drivers trained in the 
system, but what about drivers unfamiliar 
with the system? Without going through 
an instruction manual and practicing what 
they have learned, all they would see is a 
torrent of data, so there could be threats 
on the road the drivers wouldn't perceive 
due to data illiteracy. That again leaves 
room for error.

This is where the plot thickens. Making 
driving safer by enhancing human 
perception can be unreliable and 
inconsistent. The alternative is to create an 
artificial driver. At first, that thought might 
seem scary to some, but autopilot has 
been used in commercial and passenger 
planes for quite some time. It’s perfectly 
natural.
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antenna, a receiving antenna (often the same antenna is 

used for transmitting and receiving), and a receiver and 

processor to determine the properties of the object(s). 

Radio waves from the transmitter reflect off the object 

and return to the receiver, thus providing information 

about the object’s location and speed.

Lidar, Light Imaging Detection and Ranging, uses laser 

light pulses to analyze the surroundings of the car. The 

lidar system continuously rotates, sending out thousands 

of laser pulses every second. These pulses collide with 

surrounding objects and reflect back. The resulting light 

reflections are then used to create a 3D point cloud. An 

onboard computer records each laser’s reflection point 

and translates this rapidly updating point cloud into an 

animated 3D representation. The 3D representation is 

created by measuring the speed of light and the distance 

covered by it, thus helping determine the vehicle’s 

position relative to its surrounding objects. The 3D 

representation monitors the distance between the car 

and passing vehicles as well as distances between the 

car and vehicles in front of and behind the equipped car.

The point cloud can then be used in various algorithms, 

AI, machine learning, or other analysis software as 

it creates a digitalized representation of the world. 

Indeed, there are use cases where lidar sensors are 

more effective than radar sensors. Lidar is good at 

detecting small objects as it uses short wavelength 

waves to analyze its surroundings. In fact, given enough 

scanning time, lidar can even recreate large objects 

with significant detail, almost as if creating a three-

dimensional virtual replica.

However, lidar is not that efficient at night as it uses 

short wavelength laser light. In addition, in bad weather 

or in other cases where the path of its light beams might 

be disturbed, it can give incorrect readings. That makes 

lidar much more expensive than other technologies, so 

it is not a wise choice for mass production.

There are also use cases for which radar sensors are 

more effective than lidar sensors. Radar has a very 

long operating distance, meaning it can detect faraway 

objects. This enables predictive analytics for the 

movement of an autonomous car. Radar also operates 

better than lidar in bad lighting and weather conditions, 

as it uses  radio waves. It does not have any mechanical 

moving parts and is better suited for conditions in 

which there may be uneven roads that can affect 

the moving parts. Sensors with moving parts are also 

susceptible to more wear and tear than ones without. 

When the vehicle is moving quickly, sensor reaction 

time is extremely important. The reaction time of radar 

SENSING

Radar, Radio Detection and Ranging, uses radio waves. 

The system consists of a transmitter that produces 

electromagnetic radio- or microwaves, a transmitting 

sensors is comparable to that of lidar sensors, so radar 

is most commonly used. 

Another type of sensor, ultrasonic sensors, uses sonar. 

Sonar stands for Sound Navigation and Ranging. It 

is used in vehicles to help drivers park and detect 

nearby obstacles. But it can do much more and has its 

own advantages. Ultrasonic sensors can see through 

objects, and sonar works in bad weather, unlike lidar. 

In addition, ultrasonic sensors are less expensive than 

lidar sensors. They function better in low-visibility 

situations such as fog and low-light nighttime situations 

in which cameras have a clear disadvantage.

So what are the disadvantages of relying entirely on 

sonar sensors? They cannot detect small objects, they 

cannot detect clusters of fast moving objects, they have 

a shorter field of view and sensor accuracy as compared 

to more accurate sensors like lidar, and they cannot 

perceive color, making it difficult to classify, categorize, 

and tag objects.

Optical cameras can be used to monitor road signals 

such as traffic lights and traffic signs. A frontal camera 

can view the road ahead, side cameras can monitor 

the rear view on both sides, and rear cameras can 

provide a rear-view perspective. Apart from that, some 

cameras can be used to ensure Euro NCAP safety and 

basic L2 features such as adaptive cruise control. In-

cabin cameras can be used to monitor driver condition 

to ensure alertness. GPS sensors, although an inherent 

part of the car setup with navigation, are also key to 

autonomous driving. High definition maps are also an 

upcoming feature that will give autonomous driving 

the ability to compare analyzed surroundings with 

recorded topology. 

PERCEPTION

Perception is how the driver or autonomous car sees 

the surroundings on the road. This includes the length 

and breadth of the road in front of the car, traffic signs, 

pedestrians, cyclists, etc. Any object around the car 

whose information might be deemed necessary in the 

decision-making process of the driver or autonomous 

car is part of this perception. There are several 

sensors that can provide the same information. Some 

sensors can provide the same information better 

in particular conditions, and different sensors can 

provide information at different levels of mathematical 

accuracy.

But that huge amount of data might be a little 

overwhelming for a decision maker or autonomous 

car, so, in some cases, a summary of the data is used. 

The process of choosing and filtering data is known as 

sensor data fusion. All the data is collated to build an 

environment around the car. This involves creating a 

virtual environment that includes roads, traffic signs, 

etc. Based on this collective information, the driver or 

autonomous car can then make an informed decision.

This can be supplemented by deep learning. Deep 

learning is a subset of AI and machine learning that uses 
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multi-layered artificial neural networks to deliver state-

of-the-art accuracy in object detection. Deep learning 

differs from traditional machine learning techniques 

in that deep learning can automatically learn from 

data such as images, video, or text without the need 

for hand-coded rules or human domain knowledge. 

Deep learning’s highly flexible architectures can learn 

directly from raw data and can increase their predictive 

accuracy when provided with more data. This branch of 

in-depth processing relies on two concepts: training and 

inference. “Training,” or as we call it, machine learning, 

feeds the system examples of objects such as animals, 

traffic signs, etc., and allows it to make predictions as to 

what these objects are. The machine learning process 

reinforces correct predictions and corrects wrong ones. 

Once trained, a production-grade deep neural network 

can achieve upwards of 90-98% accuracy. The second 

concept, “Inference,” is the deployment of a trained 

network to evaluate new objects and make predictions 

with similar predictive accuracy. Inference comes after 

training. Therefore, one must obtain a trained neural 

network before one can perform inference.

PLANNING

Planning done by the driver or autonomous car can be 

broken down into answers to two major questions. The 

first question is, “Where to go?” Suppose the driver is 

on a country road and wants to explore. In that case, 

the driver gets on the road or highway and allows the 

autopilot to take over. However, the autopilot will be 

dependent on input from the user to decide a path 

every time there is a crossroad. But if the destination 

is known, the car determines the best route based on 

real-time navigation data as well as GPS and HD maps.

The second question is “How to go?” This decision 

consists of various minor decisions made by the 

artificial intelligence of the car based on sensor data 

fusion outcomes. For example, based on the distance 

from a nearby car, the car might decide to decrease its 

speed or change lanes. But smaller decisions like “Is 

the alternate lane safe to merge into?” and, ”Is merging 

safe at the current speed?” need to be considered for 

this final decision. This is where the efficiency of the 

AI training sessions is tested. Generally, the student is 

as good as the teacher, but not in this case. Here, in 

many cases, the artificial intelligence is better than its 

teacher as it has experienced more scenarios . A known 

scenario has a known logical decision. An unknown 

scenario is composed of about 95% known scenario 

and 5% unknown scenario. This 5% contains risk, but 

eliminates the specific risk encountered for future 

generations of AI.

CONTROL

The decision making does not end here. After the 

autonomous car is aware of its path how it will follow 

it – i.e. what turn radius or car velocity, the resulting 

actual motion of the car has to performed. For 

example, you need to attain a particular speed on the 

road. To get to speed, the amount of pressure a driver 

puts on the throttle paddle is decided based on past 

experience as well as the acceleration of the car at that 

moment. This two-way interaction involves feedback, 

an essential part of performing maneuvers on the 

road. To help accomplish this two-way informational 

flow for autonomous driving, there are already a range 

of sensors that constantly monitor the health and 

functioning of each component that contributes to the 

car’s motion.

Developing artificial intelligence to drive autonomous 

cars is like creating a living entity, and the field has 

great promise for its scope, a promise that is pushing 

engineers around the world to try to make something 

spectacular.

IoT & Edge 
Community

This community unites Luxoft and DXC professionals 
interested in IoT technology. Along with the basics of IoT, 

employees share real-life IoT cases to learn from one 
another’s experience.
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In this article, we describe development 
and deployment of a smart home in a two-
bedroom apartment. We discuss the author’s 
approach to designing and developing a 
smart home. We also show a completed 
solution that has worked successfully for 
four years.

What is a smart home? Let’s not cite formal definitions 

and look at home automation from the perspective 

of a consumer. When the author shared his idea of 

smart home with a friend, the friend replied, “Can’t 

you just stand up and turn your lights on?” While the 

author may indeed be lazy, a smart home goes beyond 

enabling sloth. The point of a smart home is to let it 

control lighting, power outlets, and save resources 

while maintaining security. A smart home is a system of 

software and hardware solutions that enhance quality 

of life. Yes, a smart home is a way to make your life 

more comfortable, but it’s not a big fancy toy. Following 

this idea, we believe voice control is excessive. A smart 

home must implement — and subsequently predict — 

typical user behavior.

BEHAVIOR PATTERNS

First of all, ask yourself why you need a smart home. 

What practical good will it do? We believe there are 

four categories in which a smart home provides definite 

features:

 �  Behavior patterns — support of typical electrical 

appliance and lighting usage

 � Comfortable environment — enabling 

comfortable conditions depending on the 

scenario – for example, daytime, nighttime, 

guests, romantic evening, and so on

 � Informational support — providing tips to 

residents about the weather, traffic, current 

events such as a friend’s birthday, and so on

 �  Safety — accident prevention, disabling 

electrical appliances, and security features

All features must be well-considered, and all residents 

should agree to use them. Only then can you start 

designing a home automation system. We will look at 

an example of such a design — the author's own smart 

home.

Let's start with behavior patterns. To see the patterns, 

we need to observe the residents for a while. When 

observing, we note when people get up, if they eat 

every morning at the same time, and, if so, at what 

time. We look at their route inside the apartment from 

the moment they get up until they leave, and the route 

they take from the moment they get back home until 

they go to bed. In the end, we get a picture that allows 

us to look at several points: what type of lighting and 

electrical appliances a person uses to make their life 

comfortable, such as a heated floor in the bathroom, 

soft lighting, dim lighting at night, and so on. The 

patterns of behavior of each resident should be taken 

into account so that a system can be designed which 

works for everyone and doesn't disturb the others. For 

example, a husband gets up earlier than his wife. To not 

wake up the wife, the home turns on soft green light 

for five minutes instead of using the ceiling lights. In 

my experience, soft green light doesn’t disturb people. 

We ended up with two patterns: weekday morning 

and weekend morning. The smart home follows the 

pattern. It turns on a radio and provides tips about how 

much time a person has before they need to leave 

for work, using cues such as colored lighting. Patterns 

are triggered by the smart home based on calculated 

time for morning routines and how much time is left 

before an event in Google Calendar. To enable this, 

we developed a smart alarm that analyzes data on 

upcoming events.

You also need to note suitable lighting for getting up 

at night for a kitchen raid, whether you turn your floor 

heating on every morning or only on weekends, and 

how you set the lights when watching TV. As a result, 

the author deployed green lights in the bedrooms and, 

in common areas, lights triggered by motion sensors 

illuminate at 10% power at night. When guests are 

over, you can change the lighting to soft lighting, watch 

a video of a fireplace on TV, and listen to nice music. All 

of this can be done via a command from a control panel 

or Telegram. When not in night mode, the author sets 

a bright white background light for TV watching, and 

also has a special guest mode that switches to softer 

lighting for ambiance.

Informational support is not a requirement, but it 

feels nice when you leave home for work and your 

considerate smart home reminds you to grab an 

umbrella because it’s raining, and it speaks to you with 

a human voice. At night, when you get back home after 

a long day, you can listen to relaxing music that the 

smart home plays for you.

Finally, safety. The basic function of any smart home is 

to disable all electrical appliances when people leave 

the house. What if there’s a curious kid who can make 

trouble when his or her parents are at work? The smart 

home disables all power outlets and leaves no chance 

for mischief. When the parents are home, the smart 

home detects this, and turns the electricity back on. 

The author once forgot to turn off his the electric stove 

and left for work. The smart home disabled all electrical 

appliances and saved the day.

ARCHITECTURE

When all wishes are verbalized, you can start developing 

the home automation architecture. Consider the size 

of the house and choose an appropriate topology of 

electrical and control lines. The perfect option is a star 

topology, in which there’s a separate power line for 

each “consumer” and all control electronics are in one 

service panel next to a regular electric service panel. 

The budget-friendly option is a “common bus” for power 

lines (often done by Russian builders) with a control 

relay placed right before the device. There’s a downside. 

In this case, it’s not easy to service the relay. It might be 

covered by tile or wallpaper. There are now relays that 

can be installed directly into the junction box together 

with electrical parts. The junction box must be deeper 

than the ones typically installed in Russian houses.

The next important point that defines smart home 

architecture is association lines. There are two types of 

association lines:

 � Separate association lines for each relay and 

relay group controlled by one association line, 

for example MegaD-2561  (https://ab-log.ru/). 

The advantage is reliability; the disadvantage is 

the higher cost of additional association lines.

 �  Radio control: each relay is controlled by 

commands sent via radio channel. It’s easy 

to install, and no additional control lines are 

required. The downside is that radio signals may 

decay due to external noise, and the relay may 

not receive commands. An example of such a 

relay is the Noolite system (http://noolite.by/) 

that the author uses.

The author chose a radio channel for economic 

reasons. To make the system flexible, each “consumer” 

has its own power line. 

The most important decision in smart home architecture 

is which control system to use. It can be centralized or 

distributed. Let’s have a closer look at them both.

In a distributed control scheme, all devices are 

connected, and the system has no decision making 

center. The connection type is “each to each.” It's 

the same as a regular lighting control scheme, but 

the switches and relays gain some “intelligence.” 

For example, they can turn the lights off based on 

a timer or use one switch to turn off several lights 

controlled by different relays. There is a place for a 

smart home controller in this scheme. The controller 

also gets notifications on the lighting state and can send 

SMART HOME 
DEVELOPMENT  
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commands to the relay according to the programmed 

logic.

In Scheme 1, you can see the command from the 

button getting sent directly to the connected relays. 

However, the same command goes to the controller 

as a notification that a button has been pressed. Relays 

also notify the controller about changes in their state. 

This scheme is fault-free. If the controller fails, the 

lighting still works, but other features are gone. On the 

other hand, the scheme is not entirely flexible. It’s not 

easy to change the logic of one switch working with 

several relays – for example, to a different time of day. 

The centralized scheme is better in this case.

In Scheme 2, you can see that all commands go to the 

smart home controller, which controls everything. The 

main disadvantage is the single point of failure. When 

the controller fails, the whole system stops working. 

However, this solution is flexible in terms of device control 

and logic changes based on resident requirements. 

There is a small chance that the controller could fail (in 

my own experience, in four years there has been only 

one failure due to memory card failure), so I chose 

centralized architecture for my home automation.

DEPLOYMENT

To deploy the smart home, you need hardware (not 

discussed in this article), and a software platform. There 

are a lot of free software solutions on the market. We 

believe that the following projects are worth considering 

(the author used the specified systems):

Majordomo (https://mjdm.ru/) is written in PHP. The 

concept of objects and their properties is used for 

programming. The solution supports many devices and 

<<hardware>>
Relay

Smart home
Controller

<<hardware>>
Relay

<<hardware>>
Button

<<hardware>>
Relay

Smart home
Controller

<<hardware>>
Relay

<<hardware>>
Button

Scheme 1 Scheme 2

has a large Russian community. It’s good for a quick 

start, but the big disadvantages are MySQL and classic 

web application architecture. The author used this 

system in the first generation of his smart home. You 

can use PHP or Google Blockly as a logic profiling tool.

OpenHAB (https://www.openhab.org/) is a well-known 

system written in Java. It’s hard to set up and provide 

with logical connections between smart home devices. 

You can also use Google Blockly as a logic profiling tool.

Node-red (https://nodered.org/) is a system that can 

develop basic home automation logic if devices are 

connected with the standard application level protocols 

(rest, mqtt, and so on). It is recommended for simple 

solutions – for example, security systems, presence 

imitation systems, and so on.

ioBroker (https://www.iobroker.net/) is written in 

JavaScript (Node JS). It has a simple and well-made 

architecture. It’s reliable and supports many devices. It 

uses a simple paradigm of devices with a set of states and 

capabilities for state change subscription. You can use 

JavaScript, Google Blockly or Node-red, incorporated 

in ioBroker as a separate component as logic profiling 

tools. This system was used  by the author in the second 

edition of his smart home, launched in September 2019.

The smart home itself is based on Rapsberry PI 3 and 

Rapsberrian. As said above, ioBroker is used as a control 

system. The control of lighting and electricity is based 

on Noolite. As for additional hardware, a GSM module 

is responsible for emergency notifications when the 

internet is unavailable and as an extra channel to 

control the system from trusted phones.

The device interaction logic is implemented based on 

JavaScript, Google Blockly, and Node-red scenarios.

The JavaScript scenarios are a regular NodeJS 

application. For example, the clock bell in the author’s 

smart home is implemented as follows:

 

 schedule('0 0,8-23 * * *',() =>

 {

  let currentTime = new Date();

  let hour = currentTime.getHours();

  if(hour > 12)

  hour -= 12;

  let file = hour.toString() + 'h.mp3';

            playSound('audio/' + file); 

           });

Every hour from 8:00AM to 11:00PM, the ioBroker code 

calls a function that generates the file name with the 

clock bell recorded for the appropriate hour and plays 

the required audio file on an external device.

Google Blockly allows coding in visual language without 

getting into JavaScript details. Let’s look at how lighting 

works in the hall where it’s controlled by a motion 

sensor. When the sun is down, the lights are at 100% 

brightness, and in night mode, brightness is set to 10%.

Here we see a subscription to a motion sensor state 

change event. This code is called when the state 

changes and contains true.

Using Node-red, we can implement the simplest control 

scenarios. For example, in the bathroom, we can use 

very simple control scenarios to control the lights with 

a motion sensor.

When the motion sensor changes its state, the Node-

red scenario blocks are performed automatically. 

When the motion sensor sends the command to turn 

off, there is a five minute delay, and then the light turns 

off. If the motion sensor sends the command to turn on 

within five minutes, the delay is reset and the lights stay 

on. The details of the Node-red block implementation 

are a topic for another article. 

The author approached the smart home as a system that 

enhances quality of life and was able to make a dream 

of smart home come true with no significant costs. 

When the project was launched, the costs were about 

$811 (50,000 rubles) for a two-bedroom apartment.

switch

true

false Bathroom light

Motion sensor in bathroom

set msg.reset

delay 5m
set msg.payload

PAVEL TSYTOVICH  

Pavel Tsytovich is a ddeveloper 

at Luxoft. He has more than 25 

years' experience in C+,.Net, PHP 

and Javascript for more than 25 

years.  

AUTHOR



38

CORPORATE VIDEOS

 � Luxoft Tech Talks 
https://youtu.be/K0Gf9GQ9JBk

 � Luxoft Expertise Accelerator 
https://youtu.be/TDrrdI9TcEo

Cloud 
Community

This global community is for Luxofters interested 
in cloud computing and cloud platforms 

such as AWS and Azure. Offline meetups with 
both internal and external experts take place 

regularly in multiple locations.
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Explore
Something New 

Luxoft Learning Management and Development (LMD) 
offers you a variety of training services, including:

 ■ Trainer-led courses
 ■ Upskilling programs
 ■ Webinars
 ■ Foreign language lessons
 ■ Internship programs

 ■  Materials for self-learning

and much more!

Educate yourself with LMD and enter a world of 
opportunities for your career and professional growth.

www.luxoft-training.comA
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training

UX Design 
Community

This is the place to share inspiring ideas, business cases, 
news and thoughts about UX and UI design.
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